Information
Technology

compery QY BER SECURITY
CAPABILITIES

Information Technology Company is a
Small Business Administration (SBA) 8
(a) certified Small Disadvantaged
Business organization having
specialization in cyber security. From
information security vulnerability
assessments and penetration testing to
data center consolidation, ITC provides
the best guidance for system
implementation, security testing, and
evaluation services by using our security
scanning toolset.

ITC provides Information Technology
(IT) infrastructure and cyber security
services, delivering business value
through the implementation of defined
methodologies, standardized
processing platforms, and automation.
We offer improved business results
through the strategic change or
operation of the client’s business
process, applications, and
infrastructure.

ITC delivers mission-focused, rapidly
deployed, scalable, optimized, and
secured IT and cyber security solutions
for the on-demand support of clients.
ITC implements digital services to
provide the right combination of
emerging tools and practices to
develop and deliver effective solutions.

COMPLIANCE

e FedRAMP 3PAO Assessments

e FISMA/RMF NIST 800-53 Assessments for Federal
ATO

e CIS Benchmarks & DISA STIGs based Assessments

o CMMC Assessments

PENETRATION TESTING

e Bestin Breed Tools

e In House Testing Expertise

e Real Risk Ratings

e Detailed Reporting

e Security Awareness and Social Engineering Testing

CONTINUOUS MONITORING

o Asset Discovery

e Boundary Review

e Plans of Actions and Milestones (POAM) Review.
e Vulnerability Scanning

e FedRAMP PMO/Agency Report Validation
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SECURITY TEST AND EVALUATION

ITC offers a comprehensive assessment of the management, operational, and technical security
controls in an information system that will determine correct implementation, intended operating
procedures, and desired outcomes for ITC benefits agencies in their effort to achieve total system
security by creating comprehensive, periodic security assessments including network vulnerability
and infrastructure penetration tests.

The ITC project-based portfolio of vulnerability assessment and penetration testing
services enables our clients to optimize their Information Technology (IT)
environments by driving efficiency, flexibility, and productivity while reducing costs.
We will incorporate best practices and proven methodologies developed over years
of field experience that ensure predictive quality of delivery, security, and
compliance.

Information Technology Company, LLC (ITC) ensures a best-in-class partnership in
helping government agencies, commercial organizations, and Cloud Service
Providers (CSP) with Federal Information Security Modernization Act (FISMA) and
Federal Risk Authorization Management Program (FedRAMP) compliance. Built on
ITC's long relationships with the Department of Homeland Security (DHS) Customs
and Border Protection (CBP) and the Government Accountability Office (GAQ)
providing cybersecurity assessment support, the company combines technology,
proven methodologies, and experience to help its customers reduce risk and
achieve maximum security.

Our customers include the Claes Fornell International (CFl) Group, USA, L.L.C, the
National Association of State Workforce Agencies (NASWA), the Office of Personnel
Management (OPM), the Department of Education (DOE), the National
Transportation Safety Board (NTSB), and the Air Force Life Cycle Management
Center (AFLCMC).

For more information, please visit www.itconline.com
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