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ACCOMPLISHMENTS

Personnel Certifications: PMP,
CISSP, CEH, OSCP, OSCE, OSWE,
A+, Network+, Server+, Security+,
GSNA, GNFA, GPEN, GCWN, GPPA,
GCIA, GCIH, GCFA, GSEC, GCCC,
GMON, GICSP, COMSEC, CCMC
ENDICTUS is NIST 800-171, CMMC
Level 2.0, ISO 27001 & ISO 9001
certified
Rapidly Achieved Numerous
ATOs, IATTs, and Conditional
ATOs for Army INSCOM and NSA
Successfully accredited and
integrated a Cross Domain
Solution (CDS) with NCDSMO
Successfully accredited and
integrated diode solutions for
Army INSCOM
Data Management and
Consultation services to
nationwide cyber programs for:
o Several US Army Commands
o AO of the US Courts
o Washington Headquarters
Service (WHS)
o Pentagon Force Protection
Agency (PFPA)
Coordinate and oversee the
implementation of Government
Ist mile network circuits
Manage deployments and
accreditation of numerous cyber
capabilities for US Army

SUPPORT LOCATIONS

Virginia | Maryland | Florida | New York | Georgia | Alabama | Washington DC | Puerto Rico | Texas | Colorado

NAICS CODES

518210 | 561110 | 541330 | 541511 | 541512 | 541513 | 541519 | 541611 | 541618 | 54169 | 611420 | 541715

ENDIECTUS.

CORPORATE OVERVIEW

CORE COMPETENCIES

ENDICTUS Corp (ENDICTUS) was founded in 2017 out of a desire to bring capable, yet highly
nimble consulting services and transformational products to the Department of Defense
(DoD), the Intelligence Community (IC), and other government customers.

This core commitment to readiness and responsiveness resulted in continual and steady
customer-driven growth to bring the ENDICTUS brand of service to other areas of support
beyond the original requirements of our customers. This allowed ENDICTUS to grow expertise
in emerging technologies and threat reduction initiatives to offer services across 4 core
competencies: Open-Source Intelligence (OSINT) / Privacy, Cybersecurity, Information
Technology (IT) Modernization, and Professional Services.

ENDICTUS is mission focused, and it was a customer that defined ENDICTUS as its
organization's “‘mission enablers”. This is the slogan that defines our approach and
exceptional solutions.

We leverage the domain knowledge and technical experience of our ex-uniformed, subject
matter experts and the decades of specialized experience from our industry specialists, to
deliver customer first and operationally stable solutions to the DoD and Intelligence
Communities across our 4 core competencies.

ENDICTUS is an Authorized Reseller of DeleteMe, Optery (Data Broker Redaction), Zignal,
Skopenow, ZeroFOX, FlashPoint (OSINT/PAI), ShadowView (Mobile Telemetry), Garrison
(cps), Authentic8s Silo  (Private  Browsing), Exodus Intelligence  (Vulnerability
Research/Exploits ), and Outsystems (Low Code/No Code).

EXPERT SERVICES

Professional
Services

IT Modernization

OSINT / Privacy

Cybersecurity

Cloud Services

Data AnO_lytiCS  Technical Consulting
Automation - Business/Program/
Business Apps Mgmt Analysis
Development Strategic

Low Code / No Planning/Management
Code / Traditional Process Mapping &
Development Improvement

API Integration PMO Support
Information Character & Leadership
Technology Services Development
Acquisition &
Requirements

Threat Intelligence J ¢ Engineering Services
Publicly Available e Capability
Information (PAI) Development, Testing
Discovery Open- & Integration

Source Information Computer Network
Executive / Privacy Operations (¢Ne))
Management Managed Attribution
Pl Redaction Vulnerability

Law Enforcement Assessments /
Support Pentesting

MISO / MILDE Cross Domain
Solutions (CDS)
RMF - A, ASA, ATO
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ENDICTUS OSINT/PRIVACY CAPABILITIES

THREAT INTELLIGENCE

Endictus excels in providing comprehensive threat intelligence
services. With a dedicated team of cybersecurity experts,
Endictus leverages advanced data analytics, machine
learning, and real-time monitoring to identify and mitigate
potential threats. Their proactive approach enables
organizations to stay ahead of cyber adversaries by offering
actionable insights and strategic recommendations. By
continuously analyzing threat landscapes and identifying
emerging risks, Endictus helps clients protect their critical
assets, enhance their security posture, and ensure business
continuity. The firm's expertise and commitment to
safeguarding digital environments make it an invaluable
partner in today's ever-evolving threat landscape.

OPEN SOURCE INTELLIGENCE (OSINT)

Endictus excels in delivering comprehensive open source
intelligence (OSINT) services. Leveraging sophisticated data
gathering techniques and advanced analytics, Endictus can
uncover valuable insights from publicly accessible sources
such as social media, online forums, public records, dark web,
and public records. Our OSINT expertise enables our clients to
assimilate troves of open source data as consolidated,
actionable intelligence with speed, precision, and accuracy. By
turning vast amounts of unstructured data into actionable
intelligence, Endictus helps clients make informed decisions,
mitigate risks, and operate efficiently.

Pll REDACTION

Endictus can play a pivotal role in helping your organization
remove sensitive Personally Identifiable Information (PIl) from
the internet. Equipped with cutting-edge tools and expertise,
Endictus can identify, track down, and remove personal
information in both publicly exposed and difficult to reach
areas of the Internet. We leverage advanced techniques such
as OSINT platforms, investigative tools, and takedown requests
to ensure that private data is identified and effectively
scrubbed from public access. By providing comprehensive
data protection services, Endictus helps our clients mitigate
the risks of identity theft, financial fraud, and risks to the
personal safety of themselves and their families.

PAI DISCOVERY

Endictus is a leader in publicly available information (PAI)
discovery, empowering clients with critical insights drawn from a
vast array of indexed, deep web, and dark web sources. Utilizing
tools and processes developed in house for clients with critical
data privacy risks, Endictus can efficiently locate and analyze
pertinent data from websites, social media, public records, and
other accessible databases. This enables clients to gain a
comprehensive understanding of their digital footprint, monitor
exposure, and identify potential threats. Our expertise ensures
that all gathered information is relevant, accurate, and
actionable, providing clients with a significant advantage in
making informed risk management decisions and maintaining a
proactive stance in managing their data exposure.

EXECUTIVE / PRIVACY MANAGEMENT

Endictus stands at the forefront of executive protection against
online threats, ensuring the highest level of data privacy and
cybersecurity for its clients. Leveraging cutting-edge technology
and a team of skilled professionals trained on military cyber
operations, we implement comprehensive cyber security
practices to safeguard the executive's data, assets, and
household against cyber threats. By combining our knowledge of
targeted cyber operations with cyber security engineering
proficiency, Endictus implements a tailored protection solution
that mitigates risks and protects against breaches, enabling
executives and their families to operate confidently and securely
in the digital realm.

LAW ENFORCEMENT SUPPORT

Endictus can significantly enhance a law enforcement agency's
capabilities by providing skilled staff with expertise in areas such
as business analytics, cybersecurity, intelligence, and data
analysis. These professionals bring cutting-edge knowledge and
skills to the agency, enabling more efficient handling of digital
evidence, better protection against cyber threats, and improved
data-driven decision-making. By leveraging the technical
proficiency of the Endictus staff, many of whom are former law
enforcement professionals, your agency can stay ahead of
technological advancements and ensure its operations are both
secure and efficient. This collaboration not only strengthens the
agency's investigative capabilities but also contributes to overall
public safety.

MISO [ MILDEC

Endictus offers support to Military Information Support Operations (MISO) and Military Deception (MILDEC) support to enhance
strategic communication and operational security. Our team’s expertise enables crafting and dissemination of tailored information
to influence target audiences’ perceptions and behaviors, aligning with mission objectives. We employ sophisticated techniques to
create credible narratives that deceive adversaries and protect friendly operations. By integrating intelligence insights and
advanced psychological tactics, Endictus ensures that their MISO and MILDEC initiatives effectively shape the operational
environment, contributing to mission success while safeguarding personnel and assets.

OSINT / PRIVACY
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ENDICTUS CYBERSECURITY CAPABILITIES

CYBERSECURITY ENGINEERING

ENDICTUS delivers cybersecurity engineering subject matter
expertise, honed by years of supporting national security
customers operating in high threat environments with
evolving cyber threats. Our services include comprehensive
risk assessments, security architecture design, security
control implementation, and continuous monitoring. We
ensure that our clients remain not only compliant with
government standards but also fortified against
sophisticated  cyber-attacks, ensuring the integrity,
confidentiality, and availability of their critical data.
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VULNERABILITY ASSESSMENTS [ PENETRATION TESTING

The ENDICTUS team simulates real-world cyber-attacks to
identify potential vulnerabilities in your systems, networks,
and applications. Our team is trained on real world
experience  conducting critical computer  network
operations and brings this tradecraft to our penetration
and vulnerability assessment practice.

MANAGED ATTRIBUTION

ENDICTUS offers specialized services to design, build, and
operate managed attribution and non-attributable
capabilities. Our subject matter experts ensures that
clients can navigate the digital landscape with anonymity
and security. We ensure not only protection to sensitive
operations but also allows for safe exploration and
interaction within potentially hostile cyber environments.

CYBERSECURITY

COMPUTER NETWORK OPERATIONS (CNO)

We specialize in being “‘mission enablers’, bringing our
expertise to your operators to ensure your missions are
executed safely, effectively, and on schedule. Through
years of hands-on-keyboard experience, our team has
resolved challenges  with infrastructures,  guards,
network/application tunnels, c2 frameworks, and other
temperamental capabilities. We bring these solutions to
your team to elevate your proficiency and enable your
mission.

CAPABILITY DEVELOPMENT, TESTING & INTEGRATION

ENDICTUS offers products and services that enable success
at all capability delivery phases. We offer catalogs of
previously undisclosed capabilities as well as original
research services, enabling access to hardened targets.
Endictus testing support ensures your capabilities operate
as designed in real world scenarios. Our development
team will ensure that the capabilities are integrated into
your operational platforms, enabling immediate use in

missions.
s 2 //_‘/_'
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CROSS DOMAIN SOLUTIONS (CDS)

ENDICTUS has the skills and past performance to resolve
the most demanding CDS challenges, including applying
transfer and access CDS products in national security
environments. We have constructed custom diode
solutions, system architectures that enabled real-time
missions across domains, navigated the NCDSMO approval
process, passed site-based security assessment (sBsA),
achieved authorizations to operate (ATO), and optimized

the end user experiences to ensure our solution was both
secure and mission-enabling.

RMF - IA, A&A, ATOS
The ENDICTUS team has
years hands-on experience
achieving full authorizations
to operate (ATO) in the most
challenging environments,
including implementing high
impact level controls,
intelligence overlays, and
multiple CDS overlays.
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ENDICTUS IT MODERNIZATION CAPABILITIES

DATA ANALYTICS

ENDICTUS provides advanced data analytic services,
turning raw data into actionable intelligence. Their team of
experienced analysts and computer scientists leverage
industry standard tools and techniques to process and
interpret complex data sets.

By employing statistical models,
machine learning algorithms, and
data visualization, ENDICTUS helps
clients uncover hidden patterns,
. trends, and correlations.  This
empowers organizations to make
data-driven  decisions, optimize

operations, and predict future
outcomes with greater accuracy.

4

BUSINESS APPS - LOW/NO CODE DEVELOPMENT

Our software development team holds expertise across a
broad spectrum of specializations, from traditional
business  application  development to  advanced
cybersecurity and hyper-efficient low/no code projects. By
harnessing our  expertise in  cybersecurity and
OSINT/privacy, we design, build, test, and maintain secure
applications  within  our  state-of-the-art in-house
environments. This ensures robust, reliable, and tailored
solutions that meet our clients’ diverse needs.
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CLOUD SERVICES

With expertise in cloud architecture, migration, and
management, ENDICTUS ensures seamless transition and
integration of business operations to cloud platforms. Our
services include setting up scalable and secure cloud
infrastructures, optimizing cloud performance, and
leveraging cloud hosted services to minimizes the
demands of your on-prem infrastructure. Our' team of
cloud experts leverages the latest technologies and best
practices to enhance data availability, ensure robust
security, and improve overall business agility. By partnering
with us, your organizations can unlock the full potential of
the cloud, driving innovation and achieving strategic goals
with confidence.

AUTOMATION
Reduce costs and accelerate your processes with
targeted automation provided by our IT modernization
team. We can identify your organization’s repeatable tasks
which are subject to error and inefficiency. We are skilled
on implementing a variety of products and use cases to
amplify the productivity of your team.

API INTEGRATION

Whether your need to design and implement a custom API
or integrate your platform with external API service, Endictus
has provided these services for the most demanding
mission-facing environments. We understand the complex
needs of bespoke national security projects and have
served as an integrator for projects with numerous
disparate vendors/products, even integrating with transfer
cross domain systems (CDS).

INFORMATION TECHNOLOGY SERVICES

ENDICTUS delivers top-notch services ranging from network
management and cybersecurity to cloud computing and
software development. We ensure

seamless IT infrastructure,

robust security measures, and

efficient system operations. By

leveraging our experience of

being mission enablers for the

most demanding technology w
systems, ENDICTUS helps
organizations enhance their IT
capabilities, improve ‘

productivity, and achieve their

strategic goals.

Our commitment to excellence and client satisfaction makes

us a trusted partner in the evolving landscape of information
technology.
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ENDICTUS PROFESSIONAL SERVICES CAPABILITIES

PROGRAM SUPPORT

We  provide  comprehensive  administrative  and
coordination support services to enhance operational
efficiency for our clients. Our team manages
communication channels to connect inquiries with the
appropriate teams or external organizations. We support
research tasks by extracting relevant information from a
variety of resources. As part of our services, we serve as a
primary point of contact for our clients, supporting external
customers and ensuring timely follow-up for any
outstanding issues. Our services are designed to
streamline workflows, improve communication, and provide
reliable administrative support  across various
organizational functions.

STRATEGIC PLANNING/MANAGEMENT

The ENDICTUS team provides skilled staff to support
strategic planning and management operations, ensuring
that organizations have the expertise and talent to achieve
their goals. Our team of highly trained consultants brings a
wealth of experience in strategic analysis, market research,
and project management. Through a blend of innovative
thinking and practical solutions, the Endictus team enables
mission success, driving sustained growth and competitive
advantage for their clients.

ACQUISITION & LOGISTICS

By integrating seamlessly with the client's operations, the
ENDICTUS team works diligently to streamline customer
supply chain and procurement processes by increasing
efficiency, reducing costs, and mitigating risks associated
with acquisitions and logistics. Our strategic approach and
comprehensive understanding of the industry enable
success of our client's mission to achieve smooth and
effective procurement cycles.

PMO SUPPORT

The ENDICTUS team of experienced project managers and
consultants brings a wealth of knowledge in best
practices, methodologies, and tools for efficiently
operating a program management office (PMO). We offer
comprehensive services, including project planning,
resource allocation, risk management, and performance
tracking. Our PMO support enables your mission success
by driving continuous improvement, enabling clients to
achieve their objectives with precision and confidence.

PROCESS MAPPING & IMPROVEMENT

ENDICTUS assists organizations in process mapping and
improvement by providing a systematic approach to
identifying, analyzing, and enhancing business processes.
Their team of experienced consultants collaborates closely
with clients to understand their unique workflows and
objectives. Utilizing advanced process mapping techniques,
Endictus visually represents the current state of operations,
pinpointing bottlenecks, inefficiencies, and areas for
improvement. They then devise strategic plans to
streamline processes, optimize resource allocation, and
enhance overall productivity. By implementing these
tailored solutions, Endictus helps organizations achieve
greater efficiency, reduce costs, and improve their
operational performance, ensuring sustainable growth and
competitive advantage.

TECHNICAL CONSULTING

Our technical team is available to enable successful
execution of your most technical requirements and
missions. Endictus combines deep technical knowledge
with industry best practices to provide innovative, reliable,
and secure solutions across all of our competencies. Our
support will elevate the technical abilities of your program.

PROFESSIONAL
SERVICES



