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Cybersecurity Support Services

We Specialize in One Thing:
Cybersecurity. Period.




NASA Honor Award —
Taking NASA into the Cloud

Cybersecurity500 —
World’s Most Innovative
Security Companies

NASA Honor Award —
Securing EVA into GovCloud

Inc. 5000 —
Top Security Company

NASA Subcontractor
of the Year Award

FedRAMP 39 Party
Assessment Organization
(3PAO)

Small
Business
Status

Contract
Vehicles

NIACS
Codes

DUNS #

Facility
Clearance

Cage
Code
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SBA Certified 8a (#305018),
WOSB, EDWOSB

GSAIT 70 #GS-35F-018BA
GSA STARS Il #GS00Q17GWD2372

561990, 541990, 541618, 541513,
541511, 541330, 541519, 519190

829296669

Top Secret

SDMTO

We Specialize in One Thing:
Cybersecurity. Period.




Cloud Security

FedRAMP 3PAO
Services

Managed Security
Services

Governance, Risk
& Compliance
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. Proactive Security

Security Architecture
& Engineering

Security Operations

We Specialize in One Thing:
Cybersecurity. Period.
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Efficient | Elastic | SECURE

Security Engineering & Architecture — Architect and engineer
secure cloud environments through our Agile approach;

Application Security — Improve the security of deployed
applications;

Managed Security Service — Build security monitoring capabilities
into the cloud, integrate them with internal tools and ensure
continuous monitoring;

Business Continuity & Disaster Recovery — Account for business
continuity requirements in system design;

FedRAMP 3PAO Service — Assess and monitor your cloud service;

Security Compliance — Meet compliance requirements.

We Specialize in One Thing:
Cybersecurity. Period.



Customer
with Need:
Application Owner

Customer Liaison:
Decision Support

L

Customer Interface

Service Catalog

CLIN-Based Ordering

Contracts/SLAs

Customer Portal

Knowledge/
Service Desk

Monitoring
& Reporting

Billing

Managed Cloud
Operations Using ITIL Practices

Service Service
Design & Transition &
Planning Provisioning

Service Ops,
Deployment &
Maintenance

IT Security
Governance &
Compliance

IT Security
Operations

Cost Customer
Management Management
& Chargeback & Outreach

Vendor
Management

Program & Project Management

« Continuous Process
Improvement / QC

+ Task Order / Project
Management

» Communication

» Schedule Management

» Resource Management

» [ssue/Risk Management

B
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Cloud Service
Providers (Notional)

box

&

] Office 365
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MindPoint Group’s singular focus in
cybersecurity provides CSPs with a
FedRAMP 3PAO team that has a deep
understanding of cloud security,
penetration testing, and the FedRAMP
Security Assessment Framework
(SAF). Our services include:

There are over 40 3PAOs on the FedRAMP
marketplace list;

* Seven (7) of these companies are listed on the
Cybersecurity500 list of the world’s top
cybersecurity companies. Of those seven;

* Three (3) are pure play firms that focus
exclusively on cybersecurity; and of those three;

FedRAMP Readiness Assessment
FedRAMP Readiness Consulting
3PAO Assessment

Continuous Monitoring

We Specialize in One Thing:
Cybersecurity. Period.



MSS helps accelerate cloud deployments
by removing the burden of designing,
implementing and staffing an effective
security monitoring operation. Our
Managed Security Services include:

* Protect - Web Application Firewall and
Intrusion Detection

» Collect - Packet Capture and Log
Aggregation

* Monitor - Security Information/Event
Correlation and Expert Analysis

* Respond - Incident Handling and
Intelligent Response
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RESPOND COLLECT

MONITOR

We Specialize in One Thing:
Cybersecurity. Period.
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MindPoint Group’s security governance, risk and compliance support services
center around a continuous monitoring methodology that assures the
confidentiality, integrity, and availability of our client’s information systems.

Our services include:
 Business Continuity & Disaster Recovery
* Cloud Security Compliance
 Governance & Compliance

Privacy

Risk Management

We Specialize in One Thing:
Cybersecurity. Period.




Our Proactive Security
services allow organizations to
become aware of their
vulnerabilities and understand
what steps need to be
performed in order to secure
people, processes, and
information. Our services
include:

 Technical Security
Assessment

Application Security
Penetration Testing

Social Engineering

Penetration Testing

Incorporation of true
penetration testing TTPs

Ability to discover
vulnerablities automated
scanners miss

Utiilize advanced skillset

to exploit vulnerabilities

to demonstrate impact /
verify findings
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Advanced Threat

Threat emulation
capability

Perform social
engineering campaigns to
test end user awareness

Test incident response
capability using
similuated attack

scenarios

We Specialize in One Thing:
Cybersecurity. Period.
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Our DevOps approach to Security
Engineering delivers direct value to nars implmenters

our customers by bringing a DevOps ‘
engineering culture that is in
alignment with our overall lean e \' f“

management approach and focused

on establishing a powerful engineering

engine to drive value to organizational Start
security detection and response el - AG".E
functions. Our services include: —

‘\\v.;::::i"""

A B i
e LIFECYC
Requirements

Security Architecture " Development
Security Engineering o

Requests
Bug Reports/

Decision Analysis & Resolution ) Process

Improvment
Feedback

Configuration Management, Control
Change & Automation

We Specialize in One Thing:
Cybersecurity. Period.



MindPoint Group has experience
serving some of the highest profile
targets in the world in defending
against, detecting, and mitigating
cyber attacks. Our services include:

» Cyber Threat Intelligence
Defensive Posture Assessment

Incident Detection and
Response

Insider Threat Prevention and
Detection

Proactive Security

Security Architecture &
Engineering

CHAOTIC

Ad hoc
Unpredictable

Minimal security
operations

Communication
challenges with
service subscribers

Fight fires

Inventory systems
& capabilities

Alert & event
management

Measure system
avallability
(up/down)
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Security as a
strategic business
partner
Security as a

service provider Security and

business metric
Define services, linkage

classes .
Real-time,

Implement OLAs advanced
continuous

Measure & report monitering

service availability
Advanced

Integrate processes intelligence-drive
defense 2

Capacity
management

We Specialize in One Thing:
Cybersecurity. Period.
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Security Operations @indPoint

PLAN/ COLLECT/ ANALYZE/ DELIVER/
DIRECT PROCESS/EXPLOIT PRODUCE/REPORT FEEDBACK

Provide both operational
intelligence and Deliver products to
understanding of the key stakeholders
threat landscape

Focus intelligence From various sources
requirements to to make intelligence
support lines of operation available to analyst

Actionable Intelligence:
FINISHED INTELLIGENCE * Tactical Reports

ISlicators Organic Sources * Log/SIEM Enrichment

& Warnings Commercial & Government Operational Intelligence: Executive
* Executive Summaries Leadership

INFORMATION SHARING I ocio
_ Cyber Insider ’
DOD - Cyber Command Threat Threat
IC-SSC
DHS: US-CERT . ’ Security
DHS NCIC Incident Stakeholders
Response VAPT
ISS PME
Brand Industry Intel Sharing Groups I, & 0¢
Protection \ Leadership
l Strategic Intelligence:
OPEN SOURCE COLLECTION Cyber Threat
& INDICATOR FEEDS Intelligence Products Stakeholders
Organic Collection Assets * Threat Actor Assessments

_QDQ$ . * Strategic Briefs
Mitigation % Unigue Collectors « Attack Overview

Anti-Malware

Intelligence Feeds

Threat Knowledge Base
* Threat Actors
* Malware
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BBG
DOC, NTIS
DOJ, CSS
DOJ, CSP
DOJ, JSOC
DOT, FMCSA
NASA, WestPrime
VA, ECSB
USDA, OIG
PNC Bank
PowerTrain
Stefanini
CGI
Amazon Web Services
Deloitte

CloudSec Support (some or all)

CyberSec Support




MindPoint Group, LLC
1330 Braddock Place, Suite 600
Alexandria, VA 22314
Office: 703-636-2033
E-mail:_info@mindpointgroup.com

Web Site and IS&P Blog
www.mindpointgroup.com

Patti Chanthaphone
President
Office: 703-636-2033 ext.7012
E-mail: pattic@mindpointgroup.com

Mariam Es-Haq
VP, Corporate Operations
Office: 703-636-2033 ext.7011
E-mail: mariame@mindpointgroup.com

Follow Us on Social Media
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Matt Shepherd
VP, Information Security & Privacy
Office: 703-636-2033 ext.7013

E-mail: matts@mindpointgroup.com

Marc Dixon
VP, Bus. Development Operations
Office: 703-636-2033 ext.7020
E-mail: marcd@mindpointgroup.com

We Specialize in One Thing:
Cybersecurity. Period.




