V BLACKOX Capability Statement

| — |

S A U.S. Small Business
Administration

8(a) Certified

[

MARYLAND DEPARTMENT
OF TRANSPORTATION .

MBE / DBE / SBE
Certified

9001:2015

GSA

Multiple Award Schedule
(MAS) Contract Holder

/TR
ISO
N4

22301:2019

International

CBCP
Certified

5520 Research Park Dr, Ste 100, Baltimore, MD 21228 | info@blackfoxgroup.com | 202-454-7650 ext 101

Black Fox LLC is an SBA certified 8(a) and Service-Disabled Veteran Owned Small Business
(SDVSOB) with an array of experience in managing and delivering professional services to public,
private, and nonprofit agencies, and organizations across globe.

Black Fox consistently exceeds the standard by focusing on quality management. This commitment
to quality is evidenced through ISO 9001:2015-certified Quality Management Program, our ISO
22301:2019 Business Continuity Management program, and our certified Defense Contract Audit
Agency (DCAA) accounting system. This quality has resulted in recent awards that include a #1
ranking in the University of Connecticut’s School of Business Veteran Impact Award series, and
the Department of Labor’s HIREVet Medallion Gold Award for 2022 in the following core areas:

Program & Project Management

Project Management

Change Management

Customer Experience

Policy & Technical Writing

Strategic Planning

Process Evaluation & Improvement
Mission Assurance

Administrative Management

Outreach & Communications Management

Cyber Security

NIST SP 800-53 & 800-34 Compliance
Cyber Security Assessment & Management
Security Incident Response

Penetration Testing

Dataflow Mapping

Threat Hunting

Network Vulnerability Assessment

=  Mobile Device Security

NAICS

541611 — Admin Mgmt
541512 —IT Mgmt

541513 —IT Systems Mgmt

UEI | Cage Code | DUNS
Founded 2018

Website

Headquarters
Compliance
Certifications

Contract Vehicles

Small Business Programs

Differentiators
Awards and Recognition
Business Approach
Industry Partnerships

Associations & Affiliations

541690 — Tech Consulting
541990 — Prof, Sci, Tech
561110 — Office Mgmt

Core Profile

YHSFNPNKBMS3 | 83272 | 081132779

Operational Resilience

Emergency Response Planning

Continuity of Operations Planning

IT Disaster Recovery Planning

FCD 1 & 2 Compliance

Business Impact & Process Analysis

Risk & Vulnerability Assessment

Critical System & Application Identification
RTO, RPO, and MTD System Establishment
Emergency Notification Software Maintenance

Software Development and IT Support
Systems Integration

Data Management

Systems Administration Maintenance & Support
Systems Auditing & Software Testing

Quality Assurance

SharePoint Development & Administration
Cloud Migration

= Agile Scrum

561499 — Business Spt
561990 — Support Services
541330 — Engineering Services

www.blackfoxgroup.com

5520 Research Park Dr, Suite 100, Baltimore, MD 21228
DCAA Certified Accounting System

ISO 9001:2015 | ISO 22301:2019

GSA MAS Contract # 47QRAA22D007Y

SBA 8(a) | SDVOSB | MBE/DBE/SBE/VSBE (MD, GA, VA)

HIRE Vets Medallion Gold Award | UCONN Veterans Impact Award
Agile approach to Project Management and Business Continuity

Microsoft, Disaster Recovery Institute, VMWare, ServiceNow
National Contract Management Association | National 8a Association |

Disaster Recovery Institute International | Capital Region MSDC

Economic Impact & Support

Promotes workforce development by hiring from diverse communities,
military veterans, and HBCUs.

www.blackfoxgroup.com
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Defense Cyber Crime Center (DC3)

Contract # | GSQ0017AJ0021
Contract Name | Continuity of Operations & IT Disaster Recovery Planning
Project Role | Subcontractor (Lockheed-Martin)
Period of Performance | June 2021 — January 2022
Contract Type | Time & Materials
Scope of Work | Developed the agency’s Continuity of Operations & IT Disaster
Plans per Air Force Instruction 10-208; developed the plan to
sustain over 200 critical systems and applications.

Contract #

Defense Microelectronics Activity (DMEA)

W52P1J-18-D-A048

Contract Name

Continuity of Operations Plan Development & Exercise

Prime or Subcontractor

Subcontractor (ASSYST)

Period of Performance

August 2020 — April 2022

Contract Type | Time & Materials
Developed the agency’s first COOP per DoD instructions; engaged
Scope of Work | with over 70 stakeholders, collaborating, and coordinating the

agency'’s tabletop exercise.

Maryland Aviation Administration (MAA)

Contract # | JOIR7400007
Contract Name | Cyber Security Support Services
Project Role | Subcontractor (Abacus Corporation)
Period of Performance | November 2020 — November 2022
Contract Type | Time & Materials
Provided cyber forensics and vulnerability risk assessments on the
Scope of Work | agency’s networks; developed systems and processes for security

best practices, deterring cyber threats.

Maryland Motor Vehicle Administration (MVA)

Contract # | J04B9400001
Contract Name | Systems Development, Maintenance & Support
Project Role | Subcontractor (Infojini)
Period of Performance | November 2019 - Present
Contract Type | Time & Materials
Provides systems administration support for the critical systems and
Scope of Work | applications that has increased the agency’s efficiency by 85%,

reducing customer wait times by 97%.

Maryland Department of H

man Services (DHS)

Contract # | F50B8400008
Contract Name | MD Think Agile Scrum Resources / Software Development
Project Role | Subcontractor (GCOM)
Period of Performance | November 2018 - Present
Contract Type | Time & Materials
Provided software development, project management, and
Scope of Work | information technology resources to assist with the state of

Maryland’s $2B Total Human Services Integrated Network

www.blackfoxgroup.com




