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Corporate Overview

cyDaptiv Solutions, Inc. is a mission-driven IT and cybersecurity company helping federal agencies protect their systems, data, and
operations. We bring a flexible, hands-on approach and a proven record of delivering results in enterprise environments—from
healthcare and defense to global military operations.

We support a wide range of federal programs with expertise in cybersecurity compliance, system modernization, and secure IT
operations. Our team excels at navigating complex environments, whether on-premises or in the cloud, and uses automation to
streamline tasks like system hardening, patching, and security monitoring—so agencies can focus on their mission with confidence.

Our primary objective is our customer’s success

- Our Customer Centric approach focuses our team on partnering with our customers to solve complex IT and Cyber challenges.
- We run a lean organization, investing in our team and technology to keep costs low and deliver best value to our customers.
- We are structured for growth and agility to support our customers’ evolving challenges and opportunities.

Core Capabilities

- Structure: Corporation

- UEI #YUXRNXBQKKQ4

— CAGE code: 76AA8

- Facility Clearance: Secret
- 1SO9001:2015

ISO 27001:2022

Contract Vehicles

- SBA Certified 8(a)
- GSA MAS

— SeaPort NxG

- 8(a) STARSIII

- FAA eFAST

NAICS Codes

- 541512, 541330, 541511, 541611, 541513,

541519

GSA MAS SINs

- 541518, 54151HEAL, 54151HACS

Risk Management and Compliance

- Deliver end-to-end RMF, FedRAMP, and CCRI support for IT, OT, and medical systems.

- Perform automated/manual scans, develop A&A documentation, and manage POA&Ms via eMASS and Xacta 360.
- Provide continuous monitoring of security controls, configurations, and risk across evolving environments.

- Support cybersecurity governance, policy development, and readiness assessments for standards compliance.

Cybersecurity

— Design and implement cybersecurity solutions for hybrid, on-premises, and cloud environments.

— Lead vulnerability assessments, patch management, and remediation planning to reduce risk exposure.
— Deliver real-time threat detection and continuous monitoring using ACAS, SCAP, and STIG tools.

—  Protect sensitive data through privacy assessments (PIAs/SORNs) and secure handling of Pll and PHI.

DevOps, DevSecOps, and CI/CD

— Build secure, automated DevSecOps pipelines to accelerate development and deployment.

- Integrate security testing and compliance checks into Cl/CD workflows.

- Automate configuration management and STIG compliance using Ansible and infrastructure as code.
Support cloud migration and modernization initiatives with scalable, high-availability solutions.

Information Technology Services

- Provide expert systems, network, and database engineering across classified and unclassified domains.
- Deliver responsive IT support, desktop management, and enterprise infrastructure services.

- Manage vulnerability remediation, patch cycles, and system hardening across platforms.

- Scale delivery teams quickly through cleared staff augmentation and global surge support.
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cyDaptiv’s featured IT, Cybersecurity, RMF, and DevOps support efforts.

Defense Health / US Army Core of Engineers
Rhine Ordnance Barracks Medical Center (ROBMC), Landstuhl, Germany
Brian D. Allgood Army Community Hospital (BDAACH), Camp Humphreys, South Korea
William Beaumont Army Medical Center (WBAMC) Replacement Hospital, Ft Bliss, Texas
Walter Reed National Military Medical Center (WRNMMC), Bethesda, Maryland
General Leonard Wood Army Community Hospital (GLWCH), Ft Leonard Wood, Missouri
Veterans Affairs (VA) El Paso Health Care Center, Ft Bliss, Texas

- Assessment and Authorization (A&A) support for over 300+ systems ranging from complex security
management systems to high-end medical devices, facility related control systems (FRCS) and closed- " :;;::;::..‘.;
network platform IT systems across major hospital projects. ;

- Documentation development for each Authorization Package including network boundary diagrams,
PPSM, HW/SW inventories, Categorization memos, Privacy Assessment, POA&Ms, Security Plans, and
all other Defense Health Agency (DHA) required artifacts.

- Cybersecurity Project Management using agile methodologies to efficiently manage the work activities
of the cybersecurity engineers, analysts, vendors, and local Information Management staff.

- Coordination of the A&A process via eMASS and direct interactions with the DHA Authorizing Officials.

- IT Support activities include Database Administration support, Systems and Network Administration,
and Helpdesk/Desktop Support.

Navy
Sasebo Smart Grid Project, US Fleet Activities Sasebo, Japan
- Support the end-to-end DoD RMF Assessment and Authorization (A&A) of the Facility Related Control Systems (FRCS), building automation system, and closed network
platform IT systems for approximately 32 buildings.

Pacific Missile Range Facility (PMRF), Barking Sands, Kauai, Hawaii
- Performing Systems Engineering, Systems Administration, and Vulnerability Assessment and Remediation for a broad range of systems and technologies including nearly
200 Windows, 200 Linux, and 100 network devices.

NAVSUP Business Systems Center, Mechanicsburg, PA
- Oracle Fusion Middleware Administration, Cloud Migration, DevOps, STIG review and remediation automation (Ansible), Solution Engineering and Process Management
and Improvement.

DEPARTMENT OF INTERIOR (DOI)
Washington D.C. / Reston, VA / Lakewood, Colorado
- Information Management and Assurance Program Support (IMAPS) support includes risk management and information system security continuous monitoring, POA&M
management, and Information Systems Security Officer (ISSO) support, and Privacy assessments.
- Assessment includes approximately 150 security boundaries to include FedRAMP cloud hosted applications and 20+ FedRAMP Cloud Service Provider boundaries and offers
services.
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